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About CommunicateHealth
Our mission: 

§ To improve lives by designing health 
information, products, and digital tools that 
are easy to understand and use



Agenda
Today we’ll discuss: 

§ Misinformation, disinformation, and information sharing

§ Health literacy in uncertain times and why misinformation tends 
to stick

§ Clear communication principles and strategies for overcoming 
misinformation



Information sharing is a natural 
part of our communicative process.
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Toolshero.com. Representation of Shannon and Weaver (1964) model of communication.



Misinformation
Information that is wrong, misleading, or counter to 
scientific consensus. It may also be:
§ Inaccurate
§ Uncertain (more than 1 possibility)
§ Vague
§ Ambiguous (open to interpretation)

Karlova, N.A. & Fisher, K.E. (2013). A social diffusion model of misinformation and disinformation for understanding human information behaviour. Information 
Research, 18(1) paper 573

Swire-Thompson, B. & Lazer, D. (2020). Public Health and Online Misinformation: Challenges and Recommendations. Annual Review of Public Health





Disinformation
Information that is deliberately deceptive, where the sender 
has malicious intent to misinform their audience. In health, it 
is usually:

§ Personally or financially motivated

§ Antagonistic

Karlova, N.A. & Fisher, K.E. (2013). A social diffusion model of misinformation and disinformation for understanding human information behaviour. Information 
Research, 18(1) paper 573

Swire-Thompson, B. & Lazer, D. (2020). Public Health and Online Misinformation: Challenges and Recommendations. Annual Review of Public Health
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Misinformation and 
disinformation are 
inherently
informative — but the 
consequences can be 
severe.



We are living with stress and 
uncertainty.



Uncertainty Management Theory (Brashers)

We all react differently to uncertainty. We tend to manage 
uncertainty in 4 ways:
§ Adapt
§ Rely on social support to cope
§ Balance the need to know with the desire not to know
§ Learn which information to trust and which to ignore

Brashers, D. E. (2007). A Theory of Communication and Uncertainty Management. In B. B. Whaley & W. Samter (Eds.), Explaining communication: Contemporary theories and 

exemplars (p. 201–218). Lawrence Erlbaum Associates Publishers.



Meaning-making machines
§ We experience the world through our own 

(subjective) lens
§ We try to make sense of what is happening 

around us, in the context of our belief and 
value systems  

§ We seek out information to advance our 
knowledge and reduce uncertainty 



According to a 2016 Pew Research Center study:
64% of adults believe fake news stories cause 
a great deal of confusion, and 23% said they 
had shared fabricated political stories themselves —
sometimes by mistake and sometimes intentionally.

https://www.journalism.org/2016/12/15/many-americans-believe-fake-news-is-sowing-confusion/



It’s easy to be influenced by health 
misinformation.
§ Our brains are biased toward acceptance and retention —

and we tend to point out misinformation after the fact!
§ Most adults have limited health literacy skills — and they 

may struggle to identify misinformation.
§ Fake experts and bad actors can share false information 

with a great deal of certainty.



During a pandemic we are particularly 
susceptible to influence. 
§ Fear of the unknown leaves us looking for guidance and 

sometimes reaching our own conclusions.
§ Scientific evidence takes time and will likely develop or 

change throughout a public health crisis.
§ We have biases when searching for information — yet we 

don’t totally control what we’re exposed to.



Clear communication can reduce or 
even overcome the effects of 
misinformation.



Cognitive factors of misinformation

Although misinformation can be spread inadvertently or on 
purpose, no one wants to be misinformed. Yet misinformation 
has some predictable psychological effects, including: 
§ Continued influence effect
§ Familiarity backfire effect
§ Overkill backfire effect
§ Worldview backfire effect



Lewandowsky, S., Ecker, U. K., Seifert, C. M., Schwarz, N., & Cook, J. (2012). Misinformation and its correction: Continued influence 
and successful debiasing. Psychological science in the public interest, 13(3), 106-131.
Debunking Handbook 2020

Simply retracting or flagging misinformation is not enough. Always explain: 

§ How or why we know the information is false

§ What we know is true instead (fill the information gap)



New evidence suggests backfire effects aren’t as common as once 
thought, so don’t be afraid to debunk!

§ State the myth but repeat the facts!

§ Use the inoculation communication strategy: warn that 

misinformation may be coming and refute it in advance. 

Lewandowsky, S., Ecker, U. K., Seifert, C. M., Schwarz, N., & Cook, J. (2012). Misinformation and its correction: Continued influence 
and successful debiasing. Psychological science in the public interest, 13(3), 106-131.

Debunking Handbook 2020



We’re drawn to information we perceive as easy to understand. We 
can also build our health literacy skills:
§ Keep it simple and use plain language. Use familiar examples.
§ Provide clues about what to look for when assessing health 

information.
Lewandowsky, S., Ecker, U. K., Seifert, C. M., Schwarz, N., & Cook, J. (2012). Misinformation and its correction: Continued influence 
and successful debiasing. Psychological science in the public interest, 13(3), 106-131.
Debunking Handbook 2020



Know your audience and tailor your messages to be consistent with their 
worldview. Corrective information should:
§ Use inclusive and empathetic language
§ Come from an “in-group” messenger, when possible, to boost 

credibility

Lewandowsky, S., Ecker, U. K., Seifert, C. M., Schwarz, N., & Cook, J. (2012). Misinformation and its correction: Continued influence 
and successful debiasing. Psychological science in the public interest, 13(3), 106-131.
Debunking Handbook 2020



Health literacy plays a key role in 
preventing the negative 
consequences of misinformation.





Digital Health Literacy
Also known as eHealth literacy, 
digital health literacy is the ability 
to access, understand, and use 
health information from electronic 
sources.

Norman C.D., Skinner H.A. eHealth Literacy: Essential Skills for Consumer Health in a Networked World. J Med Internet Res 
2006;8(2):e9. DOI: 10.2196/jmir.8.2.e9



Science Literacy
Understanding basic scientific 
concepts, including the 
concept of scientific 
uncertainty



https://www.brookings.edu/research/how-to-combat-fake-news-and-disinformation/#footnote-2



Healthy skepticism and critical thinking skills
The National Library of Medicine (NLM) guides readers to consider the 
following to help them find credible health information online:

Factors Question to ask

Authority • Does the website address end in .gov or .edu?
• Are there links to reputable sources or well-known organizations?

Bias • Is the website pushing a single point of view?
• Are ads clearly marked?
• Does it use provocative language, like “shocking” or “beware”?

Current • Are there dates anywhere on the page?
• How recently was it updated?

https://allofustec.nnlm.gov/detect-reliable-health-information-online



Communicate in a way that builds trust

Trust is built over time. To develop trust among your target 
audience: 
§ Be clear — keep it simple, easy to read, and easy to remember
§ Be empathetic — don’t minimize, acknowledge feelings
§ Be credible — explain what you know and don’t know
§ Be picky — choose your misinformation battles wisely





Should I wear a mask? 
Yes. The CDC recommends that you wear a cloth mask 
when you go out in public. This is a change from guidance 
you may have heard before. It’s based on new information 
that people can spread the virus even when they don’t feel 
sick.

It’s still important to stay at least 6 feet away from other 
people and wash your hands with soap when you get 
home. 





Health messages can be crafted to 
address and overcome 
misinformation.



Strategies for corrective messages
Using plain language is the key to writing messages that are clear 
and easy to understand. 

You can also use these strategies to address misinformation:

§ Warnings and inoculation (or “pre-bunking”)

§ Truth sandwich

§ Message map



Inoculation, or pre-
bunking, uses 
priming to put 
readers on guard 
for misinformation.



Nearly all climate scientists — 97% — have 
concluded that human-caused climate change is 
happening. Some politically-motivated groups use 
misleading tactics to try to convince the public that 
there is a lot of disagreement among scientists. 
However, scientific research has found that among 
climate scientists “there is virtually no disagreement 
that humans are causing climate change”.

van der Linden, S., Leiserowitz, A., Rosenthal, S., & Maibach, E. (2017). Inoculating the public against misinformation about 
climate change. Global Challenges, 1(2), 1600008.



The truth 
sandwich uses 
repetition to 
make the facts 
more familiar 
than the myth. 



The Debunking Handbook 2020



Evidence shows that the drug hydroxychloroquine 

can’t protect people from getting COVID-19. But 

President Trump has said many times that he 

believes the drug works. 

The problem is that he has no proof. In fact, studies 

so far have shown that the drug can’t prevent 

COVID-19 — and it may cause dangerous side 

effects.



U.S. Department of Veterans Affairs (VA) National Center for PTSD (NCPTSD): 
https://www.ptsd.va.gov/publications/print/understandingptsd_booklet.pdf



Message maps help 
ensure consistency
across your 
communications  —
which is key to 
credibility.



https://www.cdc.gov/nceh/clearwriting/docs/clear-writing-guide-508.pdf



https://www.cdc.gov/nceh/clearwriting/docs/clear-writing-guide-508.pdf



Additional Resources
§ The Debunking Handbook 2020 (Hot off the press!)

§ 2nd Edition of Health Literacy Online

§ National Library of Medicine’s digital health literacy resources

§ CDC’s Crisis and Emergency Risk Communication (CERC) resources

§ CDC’s National Center for Environmental Health Clear Writing Guide

https://www.climatechangecommunication.org/debunking-handbook-2020/
https://health.gov/healthliteracyonline/
https://nnlm.gov/all-of-us/resources/digitalhealthliteracy
https://emergency.cdc.gov/cerc/index.asp
https://www.cdc.gov/nceh/clearwriting/docs/clear-writing-guide-508.pdf


Discussion 
& Questions
Use the chat feature to ask questions 
or share comments.


